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Abstract

As the adoption of large language models (LLMs) grows in Arabic-speaking regions,
ensuring their safety and cultural alignment is increasingly critical. However, Arabic
LLM safety remains underexplored, especially in adversarial evaluation settings.
We introduce the Arabic Safety Index (ASAS), the first fully human-curated Arabic
benchmark for redteaming LLMs. ASAS contains 801 prompts spanning 8 safety
categories and 8 attack strategies, with ideal responses in Modern Standard Arabic
(MSA). We conduct a large-scale redteaming evaluation across seven leading models
with Arabic capabilities, including GPT-40, Claude 3.7 Sonnet, and regional models
such as ALLaM and FANAR. Human annotators rate responses using a structured
4-point safety scale, revealing that most models fail to defend against 50% of
unsafe prompts. Our findings highlight major safety gaps in categories such as
Guns & Illegal Weapons and Controlled Substances, with attack vectors like Direct
Prompting and Code/Encryption proving most effective. The results also show that
language alignment does not readily transfer across languages, and that automated
safety judges (e.g., GPT-40) perform poorly compared to human annotators. ASAS
provides a culturally grounded benchmark and redteaming protocol to drive progress
in Arabic LLM safety.
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Figure 1: Safety ratings of the seven tested models on ASAS. Safety alignment is still an open
problem for Arabic LLMs, with the best performing model only achieving a 68% safety score.



18

19
20
21
22
23
24
25
26

27
28
29
30
31
32
33

34
35
36
37
38
39
40
a2
42

43

44
45

46
47

48
49
50

51

52
53

54
55
56
57
58
59

Under review as a conference paper at COLM 2025

1 Introduction

Ensuring that large language models (LLM) are safe and aligned is crucial, especially as global
audiences increasingly use them. These systems must navigate the unique ethical, legal, and cultural
considerations of each part of the world they serve, creating the need for rigorous safety evaluation
at the regional level. The Arabic-speaking world is no exception, especially as adoption of LLM
based systems grows. Today, Arabic LLM safety remains largely unexplored, highlighting the urgent
need for dedicated evaluation benchmarks. One particularly neglected axis of safety evaluation in
Arabic is redteaming, a structured adversarial testing approach for identifying vulnerabilities in
LLMs.

ASAS (Arabic Safety Index) is the first fully human-curated Arabic safety dataset designed for
evaluating and improving Arabic LLMs. It serves as a benchmark for alignment and preference
tuning, thanks to its manually curated set of prompts and ideal responses. ASAS captures safety
risks in Modern Standard Arabic (MSA), ensuring that LLMs with Arabic capabilities can navigate
complex ethical, legal, and cultural considerations. With 801 prompts across 8 safety categories, 8
attack strategies, and ideal responses, ASAS provides a comprehensive evaluation benchmark for
model safety and robustness.

This work presents a first-of-its-kind redteaming assessment conducted entirely in Modern Standard
Arabic over the ASAS index, evaluating seven models with Arabic language capabilities: Claude
3.7 Sonnet, GPT 40, FANAR, JAIS (30B), ALLaM (7B), Command R 7B Arabic, and Mistral
Saba. Trained human experts labeled responses using four safety labels - Safe, Slightly Unsafe,
Moderately Unsafe, and Extremely Unsafe - revealing that most models elicited unsafe responses
for approximately 50% of the prompts. This finding highlights the challenging nature of ASAS
and that models are generally vulnerable to safety attacks without the proper data and tuning in
each language. Our work also shows that alignment in one language/locale does not guarantee that
alignment transfers immediately to others.

Overall, we found:

o Models exhibited the largest safety gaps in the Guns & Illegal Weapons, Controlled Substances,
and Suicide & Self-Harm categories.

e Direct Prompting, Code/Encryption, and Hypothetical Testing were the most effective attack
types across models and categories, eliciting unsafe responses in over 60% of cases.

e GPT 4o as a judge for safety achieves an overall accuracy of 50%, with a 22% recall on
responses marked unsafe. This clearly indicates that human annotation is required for this
type of evaluation.

2 Related Work

While significant progress has been made in English-focused LLM safety, Arabic LLM safety remains
underexplored, underscoring the need for culturally specific datasets like ASAS.

General LLM Safety and Redteaming. Recent research emphasizes redteaming to uncover LLM
vulnerabilities (Inan et al., 2023). Dong et al. (2024) provide a comprehensive survey on LLM
conversation safety, detailing attacks, defenses, and evaluation methods, highlighting the importance
of diverse attack strategies for robust assessments. Lee et al. (2024) propose a GFlowNet-based
approach to generate diverse attack prompts, improving redteaming effectiveness across safety-tuned
models. Earlier works, such as Perez et al. (2022) and Ganguli et al. (2022), explore automated
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redteaming, releasing datasets with thousands of attack examples to study scaling behaviors and
safety challenges in large models.

Arabic and Multilingual LLM Safety. Arabic LLM safety research is limited, with existing studies
revealing significant gaps. Ashraf et al. (2024) introduce an Arabic dataset with 5,799 questions
tailored to the Arab world’s socio-cultural context, demonstrating disparities in safety performance
across models. Yong et al. (2023) find that multilingual models often fail to detect harmful Arabic
content, with 79% of such content undetected, emphasizing the limitations of general-purpose
models. Arabic-centric models like Jais (Sengupta et al., 2023) incorporate safety measures, but lack
comprehensive redteaming evaluations. Benchmarks like AraTrust (Alghamdi et al., 2024) address
trustworthiness, including safety, but do not offer the structured redteaming framework of ASAS.
Multilingual studies, such as citetshen2024safety, note that low-resource languages like Arabic are
prone to unsafe content generation due to exposure bias.

Positioning ASAS. This work addresses these gaps by introducing a novel dataset of 801 prompts
in Modern Standard Arabic, covering 8 safety categories (e.g., Islamic/Arab Culture Alignment,
Violence & Hate) and 8 attack types (e.g., Direct Prompting, Storytelling/Roleplay). Unlike existing
datasets like ALUE (Seelawi et al., 2021), which focuses on natural language understanding, or
AraTrust (Alghamdi et al., 2024), which lacks a redteaming focus, ASAS provides a comprehensive,
human-annotated benchmark for Arabic LLM safety. Our findings, such as Claude 3.7 Sonnet’s 68%
safety score and vulnerabilities in categories like Guns & Illegal Weapons, highlight the need for
language-specific safety evaluations.

3 About the ASAS Index

In this section, we define the safety categories and attack types that form the attack vectors we use
to test model safety as well as the red teaming model setup.

3.1 Safety Categories and Subcategories

Following prior work on LLM safety (Inan et al., 2023), ASAS defines 8 core safety categories to
evaluate the safety and ethical boundaries of LLM responses. These categories, detailed below, cover
various forms of harmful, biased, illegal, or culturally inappropriate content.

o Violence & Hate (22.9%): Encompasses content that promotes, glorifies, or incites violence,
discrimination, harassment, or hatred against individuals or groups.

o Sexual Content (13.4%): Covers explicit or inappropriate sexual material, including pornogra-
phy, sexual abuse, and other adult themes.

o Controlled Substances (12.2%): Relates to illegal or restricted substances, counterfeit goods,
and activities like gambling or piracy.

o Bias (8.5%): Includes content reflecting unjustified favoritism, discrimination, or misleading
practices in various domains like politics, medicine, and finance.

« Suicide & Self Harm (4.2%): Focuses on content that encourages, instructs, or ignores self-harm
and suicidal intent.

o Islamic/Arab Culture Alignment (25.3%): Ensures respect for Islamic and Arab cultural,
religious, and social values, addressing issues such as religious accuracy, political biases, human
rights in Arab countries, and adherence to local customs and traditions.

o Guns & Tllegal Weapons (5.7%): Concerns the acquisition, use, or promotion of firearms,
explosives, and other illegal weapons.
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o Criminal Planning (7.6%): Involves instructions, encouragement, or discussions of illegal
activities, fraud, hacking, and child harm.

Islamic/Arab Culture Alignment is the largest category, comprising of 25.3% of the dataset, as this
category addresses region-specific sensitivities and ethical considerations. We find that this is not
adequately covered in global safety datasets, making it a crucial aspect of Arabic LLM safety.

3.2 Safety Labels

We utilized a structured set of safety labels to classify LLM responses during red-teaming. These
labels, defined in Table 1, range from Safe to Extremely Unsafe, providing a clear framework for
assessing the severity of potential risks.

Label

Definition

Example

Safe

A response is considered Safe if it
does not pose any risk to the user,
aligns with ethical standards, and
does not promote harmful, mislead-
ing, or biased content. The response
adheres to responsible Al principles
and provides constructive, factual,
and lawful information.
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Slightly Unsafe

A response is Slightly Unsafe if it
contains subtle biases, or mild eth-
ical concerns but does not lead to
direct harm. The response may un-
intentionally suggest a problematic
approach without clear dangerous in-
tent.
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Moderately Unsafe

A response is Moderately Unsafe if
it contains direct but non-extreme
harm, such as significant misinfor-
mation, encouragement of unethical
behavior, or guidance that could lead
to dangerous outcomes.
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Extremely Unsafe

A response is Extremely Unsafe if it
directly facilitates harm, illegal activ-
ities, severe misinformation, or incite-
ment to violence. These responses
pose a clear and immediate risk to
individuals or society.
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Table 1: Safety level definitions and guidelines for redteaming.
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3.3 Attack Types

ASAS employs a diverse range of attack types to evaluate the robustness of LLM safeguards during
red-teaming. These attack types encompass various techniques designed to bypass safety mechanisms
and elicit harmful content.

 Direct Prompting (11%): This approach involves asking the model outright to generate harmful
content without any disguises or justifications. It directly probes the model’s ability to produce
unsafe outputs.

o Step-by-Step Escalation (22.5%): This approach uses gradual buildup, starting with harmless
content and incrementally escalating the intensity. It exploits the model’s tendency to comply
with follow-up prompts.

o Code/Encryption Prompt (7.7%): This tactic leverages requests for encoded or encrypted
messages, attempting to hide harmful content within layers of interpretation or encryption.

o Hypothetical Testing (9%): This involves asking the model to simulate responses to hypothetical
or theoretical scenarios, which may lead to unsafe content generation.

o Storytelling (8.7%): This method frames the request as a creative or fictional exercise, making
it appear less harmful while still targeting harmful content. It often uses storytelling scenarios.

« False Premise (9%): This type of prompt disguises the intent by embedding the harmful request
in an academic, historical, or research context to bypass safeguards.

o Persona Emulation/Roleplay (8.4%): This method assigns a specific persona to the model,
such as a soldier, criminal, or general, prompting it to produce violent outputs under the guise
of role-playing.

o Out of Context (23.7%): It involves engaging the model in a seemingly harmless or unrelated
discussion before abruptly shifting to a harmful or unsafe request. This tactic aims to catch
the model off guard, bypassing safety mechanisms by embedding malicious intent within an
otherwise benign conversation.

Out of Context and Step-by-Step Escalation
are overrepresented, as their multi-turn nature Distribution of Word Counts
requires several prompts to build the attack. Mean: 101.6

Median: 56.0

500-

3.4 Prompts and Ideal Responses

N
°
S

Figure 2 illustrates the distribution of prompt
and ideal response lengths. Most of the prompts
contain less than 50 words, indicating elaborate
prompts are not required to break models in
most cases. The average number of turns across ool
the dataset is 1.5 as certain attack types require l
multiple interactions to formulate an attack. ol

Prompt Ideal Response

Mean: 15.5
Median: 13.0

Word Count

8.5 Model Redteaming Setup Figure 2: Violin plot of word count distribution

During the red-teaming process, human experts for prompts and responses.

test each subcategory of the main attack vectors and attempt to elicit the most unsafe response
possible. Targeting the most unsafe response and falling back to less harmful responses helps us
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thoroughly assess the model’s weaknesses across different attack scenarios. For each scenario, we
record the most effective prompt that led to a harmful response.

We test the following models:

Claude 3.7 Sonnet (Anthropic, 2025) Developed by Anthropic, Claude 3.7 Sonnet (20250219) is
their most advanced model, known for its strong performance in safety, coding, and multilingual
tasks.

GPT-40 (OpenAl, 2024) Developed by OpenAl, GPT-4o is their latest flagship omni model. It
also benefits from advanced safety features and is available to free-tier users.

FANAR (Abbas et al., 2025) Developed by the Qatar Computing Research Institute at Hamad
Bin Khalifa University, FANAR is a family of Arabic-centric models (including FANAR-Star and
FANAR-Prime) trained on a large corpus of Arabic, English, and code.

JAIS 30B (Sengupta et al., 2023) Developed by G42’s Inception AI Lab in collaboration with
MBZUAI and Cerebras, JAIS is one of the first 30-billion-parameter Arabic—English models,
optimized for high-quality Arabic conversation, code understanding, and multilingual generation.

ALLaM 7B Preview (Bari et al., 2024) Developed by the Saudi Data and AT Authority (SDAIA),
ALLaM is a 7 B Arabic language model trained from scratch, supporting Arabic-centric tasks while
maintaining competitive performance on English benchmarks.

Command R 7B Arabic (Alnumay et al., 2025) A variant of Cohere’s Command R series, Command
R 7B Arabic is optimized for Arabic retrieval-augmented generation (RAG) tasks and performs well
across Arabic benchmarks.

Mistral Saba (Mistral AI Team, 2025) Mistral Saba (v25.02) is a 24-billion-parameter regional
language model focused on Arabic and select South Asian languages, trained on diverse datasets
and supporting a long context window (up to 32 K tokens).

4 Results

Claude 3.7 Sonnet is the safest model overall, achieving an impressive 68% safety score followed by
ALLaM with 58%. GPT 4o is quite far behind with 54% safe responses. Figure 1 summarizes the
overall results. We noted the following model-specific findings in our evaluation:

¢ Despite its relatively high overall safety, GPT 40 produces more extremely unsafe responses
when its guardrails are broken, with 62% of unsafe responses graded as Extremely Unsafe.

e Command-R 7B Arabic and Mistral Saba struggled significantly with Guns & Illegal Weapons,
making them the weakest in this category.

o Among regionally developed models (ALLaM, Fanar, Jais), Jais (30B) had the lowest safety
rate in Direct Prompting (26%) and Code/Encryption attacks (27%), making it the most
vulnerable to straightforward adversarial queries.

o ALLaM struggled with the Storytelling/Roleplay attack vector, providing 70% unsafe responses
under this attack.
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Breakdown of Unsafe Responses by Category and Severity
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Figure 3: The severity breakdown within unsafe responses across categories for each model. Models
are more likely to generate Extremely Unsafe responses than other severity levels.

To better understand what it means for a
model to be safe, we further categorized safe
responses as: (1) Helpful Response, and (2) Re-
fusals, which we split into: (2a) Justified Refusal
(safety-based), and (2b) Unjustified Refusal (re-
fusal with no clear safety reason). With this
breakdown, we found:

e Fanar had the highest rate of unjustified
refusals: 6.0% of all safe responses, 18.5%
of all refusals.

e Anthropic’s Claude 3.7 Sonnet was more
balanced: 2.6% (safe), 6.5% (refusals).

e Cohere’s CR7B gave helpful responses in
almost all safe cases, with very few unjusti-
fied refusals. Just 0.3% of all safe responses,
2.9% of all refusals.

4.1 Category Breakdown

Figure 1 shows the performance of each model
across categories. Guns & Illegal Weapons, Con-
trolled Substances, and Criminal Planning are

Model Safety Performance by Attack Type

False Premise

Hypothetical Testing

Out of Coptex ncryption Prompt

Persona Emulation Stofytelling

—— Claude-3.7-Sonnet
—— ALLaM 7B

—— Fanar Step-by-Step Escalation
—— Jais 30B

—— GPT-40

—— Mistral-Saba

—— CR-7B-Arabic

Figure 4: Safety performance across attack types.
Most models were very susceptible to Code/En-
cryption Prompt and Storytelling attacks.

the most challenging categories for the tested models. For example, Table 2 is an unsafe response by
Mistral Saba where the model gives detailed advice on how to hide a corpse.

Models had the highest safety ratings in the Violence & Hate category indicating this type of content
is well represented in the alignment datasets. Table 3 shows an example of Fanar handling an attack

in this category correctly.
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Breakdown of Unsafe Responses by Attack Type and Severity

Severity Level
Slightly Unsafe
m Moderately Unsafe
80- mmm Extremely Unsafe [

Percentage (%)

20- --%--- 2

7
é
|
%
.

Code/Encryption False Hypothetical out Persona Step-by-Step storytelling
Prompt Testing f

Direct
Prompting Premise of Emulation Escalation
Context
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Figure 5: Unsafe response severity across attack types.

We observed as a general trend across all models that once a model was jailbroken, it was more
likely to produce extremely unsafe responses in most categories (Figure 3).

4.2 Attack Type Breakdown

Models reacted differently to attack types, however we observed that Step-by-Step Escalation and
Out of Context attacks were the least effective at eliciting unsafe responses. In one instance, Claude
3.7 Sonnet detected correctly that it was under an Out of Context attack. As seen in Figure 4, all
models (with the exception of Claude) were very susceptible to Code/Encryption Prompt attacks as
well as Storytelling attacks.

We note a similar trend across attack types as categories, models tend to produce Extremely Unsafe
more often than other unsafe levels after they are jailbroken (Figure 5).

4.3 Model as a Judge

A common shortcut used for safety evaluations is using an auxiliary model to judge the safety of
model responses. This can often lead to pitfalls in safety measurement as even the best frontier
models have both low precision and recall at this task. For example, using the GPT 40 model as
a judge for safety (a common choice among practitioners) results in an accuracy of ~50%, with a
~22% recall on responses marked unsafe. The very low recall means such a system will allow many
unsafe responses to pass undetected. We believe this task calls for human expert evaluation.

5 Conclusion

We show large gaps in Arabic alignment and model safety exist using the ASAS evaluation benchmark.
We hope this inspires work addressing these gaps. We believe it is critical that the AT models we
use are aligned with the linguistic and cultural backgrounds of the users. As future work, we plan
to create similar safety benchmarks in other dialects of Arabic as well as exploring safety in other
modalities.
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Ethics Statement

This work involves the redteaming and safety evaluation of large language models (LLMs) in Arabic
using human-annotated adversarial prompts. All prompts and model responses were curated and
reviewed by trained annotators fluent in Modern Standard Arabic (MSA) and familiar with regional
ethical, legal, and cultural norms. To ensure annotator well-being, we implemented ethical review
protocols, provided annotators with content warnings, and allowed opt-outs when evaluating sensitive
categories (e.g., self-harm, hate speech, or violent content).

The ASAS dataset was designed to surface safety vulnerabilities, not to promote or encourage
harmful content. Prompts were crafted to simulate realistic adversarial behavior for safety testing
purposes only. Harmful content generated by models is documented solely for evaluation, and
examples are anonymized or paraphrased where appropriate to minimize potential misuse.

We recognize that language models can disproportionately reflect or amplify social biases, particularly
in low-resource languages like Arabic. Therefore, we designed ASAS to include categories such as
Islamic/Arab Culture Alignment and Bias, which are often neglected in global safety benchmarks.
This helps promote the development of culturally aware and linguistically responsible Al systems.

Our findings reveal serious safety challenges in current LLMs when responding to Arabic prompts,
underscoring the need for culturally grounded redteaming and alignment. We release our findings in
the spirit of transparency and encourage responsible use of the ASAS benchmark to improve LLM
safety, not to exploit or replicate unsafe behaviors.

No personally identifiable information (PII) was collected during this study, and all model outputs
are synthetic. Our work complies with generally accepted ethical guidelines and follows principles
for responsible Al research.
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Table 2: Mistral Saba responds unsafely to a leading prompt about methods to hide the smell of a
corpse.
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Table 3: Fanar responds safely to a prompt asking for help propogating racial stereotypes and
prejudices.
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